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RC42's: Improved Data Security Technique in Wireless Local 

Olakanmi 0 . 0  and Pakolujo 0. A (PbD) 

Electrical & Eiectrnnics E,~gharri,~g ~ e ~ n r i r n e n f  

Unlv~rsiCy of fb~rlnn, Ibnlinn. 

lvL.41V. I /  shol~n /hgr in .spire qf ge ' I IJ  acctiiim fmlnwubiIi~ ~PftYjrud Q u i t p f ~ l  P r i Y 4 ~ '  WEP t t . ~ d  in HJL4 N ~herr 

~ N ' C  still .vcr~.ertrl fnnp hole,? fhar cnmpttfm hackers 1 , ~ '  IQ ~.~FCJIR~&M fhratgh ortr wircie.~ nfliwlrk.~. Thew 

vi~fnw~bilit ies ci-errla the ~ t e n f j u i  fur a c t h  andpa?sive atrtrck,~ Rlhich cwld al& alluckerx la derr?pr or inieiLI IJEIIU 

inlo rr 'nehuork 

This prpw prt$jt.r:s m improved ns~rhod idkd R C ~ - 2  :s a&orith,~r, rr.&idz .mnkm'lt dflcui~foi- ht,ck&..~ ~ r r  rl~';ec~ {he 

kq* mrd cipher text oj'RC4, whenmrei- 'there C cd/islon. The RC4-2 k n#,yypCs by ~ c i u . ~ ~ ~ ~ ~  0rIfi.q the 11t&cs~1gd ~t'irh 

the kqr rt~rd 2 'J. crrmplemen~. rflrhe re.~~, i /  ~ ~ j l f  then h e ~ n l e  /he e ~ ~ c q ~ t r d  l t tasaga .Thert#hre, I ~ L V  prtpr i.r. nrjt rlrr<~- rr?p 

- 
L!I.L~ o)?b~r~'r  I I I  the v~rln~ruAil ip tf WEP in W U  N btu prmide.s cr pci-j&r~ jnlprovenlersf on RC3 which itrke.~ rtrrt. rd'Rl'4 . '  
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INTRODUCTION 

1.1 WIRED EQUIVALENT PRIVACY (WEP) 

In  order to get rhe clearer picture ofthis paper, there is need to undemnd WEP and its relationship with WLAN. 

WEP is  a part of the IEEE 802.11, The 802.1 I is a standard cl-eaIed and it mink in three versions: 801.1 la. 802. I Ib 

and 802.1 1 g. 807. I 1 b- equipment operate between 2.4000GHz to 2.4835-GHz and can operate at up I I M p  atthoudl 

with interference ia throughput can reduce to ! ~ p s .  802. I 1 n came rifler 802.1 lb and operates at diffem~t fr~q~~ency 

which is 5.15 to 5.3SGHz and 5.725 to S.825GHa and with increased ;hroughput o f  about 54Mps. These two standards 

are no1 c o n i ~ t i b l e  due ro cli&rent frequeny-at which the standards operate. The last standard is 807,. 1 l y thortgh no! 

yet approved but it opwtes at the same frequency with g02.1 I b but with the mom bandwidth than 803.1 I h [ I ] .  

Bnck to WEP which as it has. been said emirlier i s  part o f  802.1 I x. I t  providks wnfidcntiality, integrity of  data on our 

rvireless local awa netwark WLAN. Wired LAN uses physical means to p"oteet data or unoutbarized access to data or 

network. however. in WLAN anybody k n  connect to wite1ess LhN wirhout physica~~y eonmtion. Therefore. there 

must be secured means to prevent unauthorized wirelesi connection to the WZAW. This is achieved by encrypting the 

data on WLAN with RC4. This not only proteckthe data an the network but also prevent eavesdroppi~rg or snimng o t ~  

rhk network. 

1.2 KC4 ENCRYPTION ALGORITHM 

RC4 is a stream cipher tncrypribn algorithm wh'id~ kxpands n, fixed-le"@> secret key into infinite pseudo-mdum key 
- ,  

stream for encrypting, message on the WLAN [1]M. It exclusiwly.OR the dkta or message with the randonil!* 

generated secret ke-y'tb produce the encrypted kessage. This will be k r y p  'at the receiving no&oT the'neuwork. 
. . 

The secret kW may be manually entered howeyer, the WEP ?lab  u s  of initialization veclor'tb vary I]& w!wt'kc)' . . 
entered by the user. so ar to p r e v ~ t g u & r i & k t h e % ~ m ~  key [~]..~hiiidto'chan~e the encryption secnil key for each 
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packet send on the network The initialidon vector I V  is 24 bits field wh'ich is appended on the message sent L I I F U U ~ I I  

the network. At the receiving and'the recipients stations uses the appended IY with the secret key to decrypt the 

The IV  makes s im that the subsequent packets are muypted with different' sEcret key. This algorithm demomtntes 

how RC4 encrypts data. 

1 .- Begin , . 

2. getNextpacket0 .i* also needs ta return e- plncibldcr for the next paeke; of nlerrage when 

sending * I  

3. while (0 >= (mcket = getFdextpckeQ)) 

4. secretkey - searetkeykinitial iationvector 

5. encrypredPucke~ = ( p c k  XOR (secretkey) 

8. End 

Aceording to cerlier. m a r c h  fm' University of California at' Berkekj, A d  fmm Zero Knrrwledge Systeinr 
. - 

Incorporation on RC4 alg~rihm in,WEP,-the use of %bit initlliatiq~~.vgc;fw 1K is  adeqnate because thegame 1v . - 
will be reused over a period of time [ z J ~ ] .  This ir.called collirkn ofkq~.whieh.hackem . .  rely on in ohcr thecipha - 

key. k t  us look at this, a 24bif IV gene& 2u or 167772 1 6 key streams: . 
.- 

. . 
For R n e t 6 l ;  mnning at 40OMbps rtnd 2,Dt)[)-we packets, 
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No. of Transmitted Packet in the network per second = 
400Mbps 

2000 bytes * 8 bits 

- - 41 9430400 
= 262 14.4. Packets per second 

1 6000 

This shows that the network hnsrnits 26.21 4.4 packets per see, 

Since different IV must be append4 to each packet, then time to exhaust sl1 the generated 1V is: 

- - Z 6777216 Possible IV 
26214.4 Packet per Second 

= 640 seconds to exhaust all the IVs 

- 10.67 minutes to exhaust all the available IVs 

This analysis shows thw far ewry IO.67minutes tliere wilI be *petition bf IV on the pacbt m this network. Belrer 

still, For every 10.67 n'linutes tl~ere will be key cotlisirra. With this. it is -mum4 that only ane device is  conhected if 

more devices i s  cunnected us'ing the same init'dhtion vei;tot IV,!he tiqw .will be reduced. 

This means collision~wiH occur in no time and once them is coHigion the hacker is having two diffcreot plain teats both 

encapted with the same key stream. Tlren, it is. pgssibla fbr the hacker ta #OR these two encrypted plain text The 

XORillg of these ptain texts will nu1 tify tlre key s t m  thereby decrypt the encrypted text as shown below, 
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li, @ &=TI @ 

The above quation fD.3) shows that if hem is ml1ision of-key, the' axclmive 06 of the NO, encrypted mesage wi l l  

knock off the key leaving the exclusives OR efm two rnwagm The&, ips hacker has the inkling of om of the 

messages, he can decipher the other message.' The abtbqve e&&ions[~.l);@,Z)~ and (033 can be further explained 

diaw~nmati6'ally. 

Table I: Re4 fo encrypt message '8- rying key 'n'. 
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Table 111: Exclusive OR OF message 'a' and 'b' 

Table IV: Exclusive OR of  encrypted message 'E 1 ' and 'R' 

These tabtes show h a t  if there is collision. hacker will have two encrypted texts bath encrypted with the Nine secret 

key. What hacker needs to do is exclusive ORing thee encrypted texts in order to nullify the secret key. and t t~e m u l l  

will be XOR o f  the two text messages. This, therefore shows that. i f  a hacker has the knowledge of the contenl of one 

of the text messages. when collision occur the hacker could then decrypt the other encrypted message. Thereby defeats 

h reasorl Tor encryption.This shows the greatest weakness oTRC4 as an encrypting algorifbm. 

210 METHODS 

RC42's-a NEW WAY TOWARD WLAh DATA PROTECTION 

The previous -ion has ehown wenknass of RC4 through stream key cotlision,\rvhich is tlr; laten1 weakness of this 

a&tith. Hsmer. this algorithm can be- improved on in order to make it overcome the weaknesses OF s t ~ n m  key 

collision withotrt increasing the size of the.initi$lization veclor.field. 

RCWs to the Rescue of RC4! 
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Collision of IVs makes RC4 ciphers to be more susceptible to dkryption. Theiefare, once the sxclusive OR of two 

Wtg i S  ob&3n&, at least the prtial knowledge of one of the text leads attacker to decipher the-other text. 

RCda's uses the same concept as the RC4; however, it incorporates 3's mmpttmmt to circumvent the effect of stream 

&y colli$ioa in RC4. With RC42's. the message.is exctusiwly OR with the stream key and two complement o f  thc 

icSu1ting encrypted message is Men, The result is the RC42's encrypted meisage which will ,be transmitted 

whlessly. 

At the receiving nade, decryption takes place..The RC42's message ,is first decreased by one, and then i! is de- 

complemented by inverting the restilting RC42's message, ilvn the secret key skam will be exclusively OR with de- 

~mnpleaented message this will give the plain message. 

&Red of collision on RC42's encrypted mssage 

Collision of RC4l's encrypted messages can not knock off the key even if m attacker has the partial knowledge of the 

niessagc. TI1 is can be proved by using the previous procedure which .shows weaknesses in RC4 algorithn~. 

€4 = Encrypted Lext, 

E? = Encrypted text2 

Tl Textl 

T: = Text2 

tY = Initialization Vector 

IG * Seerrt Key 

@.=xurz 

nm+l =2's cornplemenr 

If €1 = [TI @ RC4 (IV, K)J'+l 

And. €2 = [Tz @ RC4 (IV, K)]'+I 

From ~quatian(O.4) and (0.5) let's show tha. 

El  @ €2 . * [(TI @ RC4[1V,K)))' @ [(T, @ . RC4(IV;lC))J'+ . I @;Im (6 .~ )  
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Rcmembtr 1 63 1 = 0 

Tlris implies that, 

Therefore, 

El@ EI # IUtB RC4{IV,K))1' @ I ( T x @  RC4(tV,K))jp (0.9) 

This is proved diagrammatically in' the'next secfion, bi using the RC42'5 algorithm on two message' text 'a' and 'b' 

assuming that the secret by is 'n'. 

3.0 RESULT and DISCUSSION 

From equation (0.b)4shows ~ e ' e f i c t  of key collision on tlre RC42's encrypted messages. 1f.thei-e is collisian of the 

key. exdusiw OR of the two encrypted key will never knock off the key. This is proved in equation (1.81 and(0.91. 

Also. it is proved in table V, V1 and Vtl that.exciusiwPe.OR of  the encrypted messages is not equal to the exclusive OR 

of the plain text. This proves that the key can not be knocked iff as it is the kC4 algorithm. Table V (rbw 5 )  and tpble 
.. . 
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